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DETAILED ACTION 

The application having Application No. 10,066,041 has a total of 20 claims 
pending in the application; there are 5 independent claims and 15 dependent claims, all 
of which are ready for examination by the Examiner. Claims 1-20 have been examined. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claim 1 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. Specifically, the limitation "a number of combination 
operations" is indefinite. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1-20 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claimed invention manipulate only 
numbers, abstract concepts or ideas, or signals representing any of the foregoing, the 
acts are not being applied to appropriate subject matter. Schrader, 22 F.3d at 294-95, 
30 USPQ2d at 1458-59. Thus, a process consisting solely of mathematical operations, 
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i.e., converting one set of numbers into another set of numbers, does not manipulate 
appropriate subject matter and thus cannot constitute a statutory process. 

Also, the claimed invention as a whole must accomplish a practical application. 
That is, it must produce a "useful, concrete and tangible result." State Street, 149 F.3d 
at 1373, 47 USPQ2d at 1601-02. Further, patent eligibility standard requires significant 
functionality to be present to satisfy the useful result aspect of the practical application 
requirement. See Arrhythmia, 958 F.2d at 1057, 22 USPQ2d at 1036. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-6, 9, 10, 17, 19 and 20 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Coppersmith et al. (herein referred to as Coppersmith), U.S. Patent No. 
5,454,039 (Filed on December 6, 1993, Patented on September 26, 1995). 

As per claim 1 and 17, 19 and 20, the computer system, method and computer 
product for generating a random output stream of bits, the system comprising: 
an initial evolving state produced from one or more initial keys (col. 1, line 63-65); 
one or more round functions, each round function being part of a step in a sequence of 
steps, each step applying the respective round function to a current evolving state to 
produce a respective new evolving state for processing by the next step in the 
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sequence, the initial evolving state processed by the first step in the sequence (Fig. 1); 
and one or more mask tables produced from one or more of the initial keys (col. 3, lines 
56-59), each of the mask tables having one or more masks, one or more of the masks 
being combined, in each respective step, with the respective new evolving state in a 
combination operation to create a respective step output (col. 5, lines 4-7; col. 3, lines 
62-65), the random output stream being a concatenation of all the respective step 
outputs (col. 2, line 6-8; col. 5, line 27-29), and one or more of the masks in the mask 
tables being replaced by one or more replacement masks after a number of 
combination operations, the replacement masks not being linear combinations of prior 
masks (col. 4, lines 50-60; mixing function applied to the masking tables). 

As per claim 2, a computer system, as in claim 1 , where the number of 
combination operations before the mask is replaced by the replacement mask is greater 
than 1 (col. 5, lines 29-35). 

As per claim 3, a computer system, as in claim 1 , where the number of 
combination operations before the mask is replaced by the replacement mask is 16 (col. 
5, lines 29-35). 

As per claim 4, a computer system, as in claim 1 , where one or more of the 
masks is used in more than one of the combination operations before the mask is 
replaced by the replacement mask (col. 4, lines 50-60). 

As per claim 5, a computer system, as in claim 1 , where two or more tables are 
produced from the initial keys (col. 3, lines 56-59) and one or more mask from each 
table is used in the combination operation (col. 4, lines 50-60). 
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As per claim 6 and 10, a computer system, as in claim 5 and 9, where the masks 
from the tables are used in the combination operation in an order (col. 4, lines 50-60). 

As per claim 9, a computer system for generating a random output stream of bits, 
the system comprising: an initial evolving state produced from one or more initial keys 
(col. 1 , lines 63-65); one or more round functions, each round function being part of a 
step in a sequence of steps, each step applying the respective round function to a 
current evolving state to produce a respective new evolving state for processing by the 
next step in the sequence, the initial evolving state processed by the first step in the 
sequence (Fig. 1); and two or more mask tables produced from one or more of the 
initial keys (col. 3, lines 56-59), each of the mask tables having one or more masks, one 
or more of the masks from each table being combined, in each respective step, with the 
respective new evolving state in a combination operation to create a respective step 
output (col. 5, lines 4-7; col. 3, lines 62-65), the random output stream being a 
concatenation of all the respective step outputs (col. 2, line 6-8; col. 5, line 27-29). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 7, 8, 11-16, and 18 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Coppersmith as applied to claim 1 above, and further in view of 
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Smith (herein referred to as Smith), U.S. Patent No. 3,796,830 (Filed on November 2, 
1971, Patented on March 12, 1974). 

As per claim 7 and 12, Coppersmith teaches the computer system of claim 6 and 
9. However, Coppersmith does not explicitly disclose the order of the respective 
evolving state. 

Smith describe: The order is determined by a value of the respective new evolving state 
(col. 6, lines 58-60). Therefore, it would have been obvious to one of ordinary skill in 
the computer art at the time the invention was made to combine the computer system of 
Coppersmith with the substitution output signal method of Smith as determined by the 
cipher key and message bits to further enhance the cryptographic system. 

As per claim 8 and 1 1 , Coppersmith teaches the computer system of claim 5 and 
9. However, Coppersmith does not explicitly disclose the combination operation in a 
lexicographical order. Smith describe: The masks from the tables are used in the 
combination operation in a lexicographical order (col. 6, lines 43-46). Therefore, it 
would have been obvious to one of ordinary skill in the computer art at the time the 
invention was made to combine the computer system of Coppersmith with the non- 
linear transformation of Smith which includes lexicographical order to further enhance 
the cryptographic system. 

As per claim 13, Coppersmith teaches the computer system of claim 1. 
However, Coppersmith does not explicitly disclose the non linear permutation of the 
round function. Smith describe: The round function is a non linear permutation (col. 6, 
lines 43-46). Therefore, it would have been obvious to one of ordinary skill in the 
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computer art at the time the invention was made to combine the computer system of 
Coppersmith with the non-linear permutation of Smith to further enhance the 
cryptographic system. 

As per claim 14, Coppersmith teaches the computer system of claim 13. 
However, Coppersmith does not explicitly disclose the non-linear permutation to include 
either a substitution-permutation or Feistel ladder. Smith describe: The non linear 
permutation includes any one or more of the following: a substitution-permutation 
network and a Feistel ladder (col. 6, lines 43-46). Therefore, it would have been 
obvious to one of ordinary skill in the computer art at the time the invention was made to 
combine the computer system of Coppersmith with the non-linear substitution 
permutation of Smith to further enhance the cryptographic system. 

As per claim 15 and 18, Coppersmith and Smith teaches the computer system of 
claim 13 and 17. Furthermore, Coppersmith discloses: dividing the current evolving 
state into a first part and one or more second parts (col. 2, lines 63-64 and col. 3, lines 
1-6; mixing function takes the evolving state and divides it into two parts, then the 
masking function performs the combination operation); applying a first non linear 
function to the first part to create a first part first result (col. 2, lines 63-64 and col. 3, 
lines 1-6); applying one or more second non linear functions to the first part to create 
one or more first part second results (col. 2, lines 63-64 and col. 3, lines 1-6); combining 
one or more first part second results to one or more of the second parts to create one or 
more respective interim second parts (col. 2, lines 63-64 and col. 3, lines 1-6); and 
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concatenating the first part first result and the interim second parts to create a new 
evolving state (col. 2, lines 6-8). 

As per claim 16, Coppersmith and Smith teaches the computer system of claim 
13. Furthermore, Coppersmith discloses: dividing the current evolving state into a first 
part and a second part (col. 2, lines 63-64 and col. 3, lines 1-6; mixing function takes the 
evolving state and divides it into two parts, then the masking function performs the 
combination operation); applying a first non linear function to the first part to create a 
first part first result (col. 2, lines 63-64 and col. 3, lines 1-6); applying a second non 
linear function to the first part to create a first part second result (col. 2, lines 63-64 and 
col. 3, lines 1-6); combining the first part second result to the second part to create a 
respective interim second part (col. 2, lines 63-64 and col. 3, lines 1-6); applying the first 
non linear function to the interim second part to create a final first result (col. 2, lines 63- 
64 and col. 3, lines 1-6); applying the second non linear function to the interim second 
part to create an interim second part second result (col. 2, lines 63-64 and col. 3, lines 
1-6); combining the interim second part second result with the first part second result to 
create a final second result (col. 2, lines 63-64 and col. 3, lines 1-6); and concatenating 
the final first result and the final second result to create a new evolving state (col. 2, 
lines 6-8). 

Conclusion 

Any inquiry concerning this communication or earlier communications should be 
directed to Nima Khomassi whose telephone number is (571) 272-3775. The examiner 
can normally be reached Monday-Friday from 8:30 AM to 5:00 PM. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron Jr., can be reached at (571) 272-3799. 

The fax number for Formal or Official faxes to Technology Center 2100 is 571- 
273-8300. On July 15, 2005, the Central Facsimile (FAX) Number changed from 703- 
872-9306 to 571-273-8300. As of September 15, 2005, the old number is no longer in 
sen/ice and 571-273-8300 is the only facsimile number recognized for centralized 



Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have any questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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